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Fig. 1 Flowchart of accurate authentication algorithm
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Fig. 5 Authentication results after adding elements to watermarked data elements
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An Accurate Authentication Algorithm Based on Point Constraint
Block for Vector Geographic Data

REN Na’, WU Wei and ZHU Changqing

(1. Key Laboratory of Virtual Geographical Environment, Ministry of Education, Nanjing Normal University,
Nanjing 210023, China; 2. Jiangsu Center for Collaborative Innovation in Geographical Information Resource
Development and Application, Nanjing 210023, China)

Abstract: Fragile watermarking technique has been viewed as an effective method to achieve content authentica-
tion, which not only detect any modifications that occurred, but also locate the modified areas. Based on fragile
watermarking technology, an accurate authentication scheme based on point constraint block is proposed, which
detects the malicious attacks with high accuracy while ensuring to locate exactly the tampered area for vector
geographic data. Our innovative strategy is based on point constraint block and uses the spatial relationships be-
tween the elements of data points. In the authentication information embedding process, vector geographical data
is divided into blocks according to the method of point constraint block, and the spatial positional relationship be-
tween the data points of each block is reordered by the "Zig-Zag" pattern, so as to establish an organized position-
al relationship between data points. Then, for each point, the fragile watermark information is generated by its ad-
jacent point, and is embedded into the current point. In the process of content authentication, the extracted water-
mark information is compared with the generated watermark information, and the comparative result is used to
judge whether the data have been updated. The proposed algorithm is furthermore compared with the method
that is based on a uniform block, and the experimental results show that the proposed authentication algorithm
can accomplish accurate authentication when the data is updated, and it has the ability to achieve the accurate au-
thentication of deleted elements. Meanwhile, when data modifications are detected, it can locate and mark the

modification positions.

Key words: vector geographic data; fragile watermarking; point constraint block; accurate authentication; anti-

deleting
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